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PRESS RELEASE 

 
LEONARDO: FIRST PAN-EUROPEAN CYBER ANALYSIS CENTRE NOW OPERATIONAL 
 
- By analysing cyber threats in real-time, the centre provides full situational awareness 
- A virtual centre precedes the opening of a physical centre in Brussels 
- The EUR 18 million project has been awarded to an industrial consortium comprising Leonardo 

and Indra by the European Commission's DG Connect 

 
Rome, 3/10/2023 – The first pan-European virtual centre for real-time dynamic cyber risk management has 
reached full operational capability. The centre has been developed by Leonardo for DG Connect, the 
European Commission's directorate for digital policies. 
 

The centre processes and analyses terabytes of data from sources including websites, social media, media, 
databases, and the deep/dark web. This is underpinned by a knowledge base consisting of more than 5 
million ‘Indicators of Compromise’, digital traces of computer incidents that are managed each year by 
Leonardo via the company's supercomputing infrastructure - capable of up to 5 million billion operations per 
second. 
 

Using this information, the centre produces sectoral threat scenarios (e.g. related to finance, energy, health 
or transport), for DG Connect. This allows the European Commission to continuously monitor the level of 
cyber attack risk against European digital infrastructure, highlighting possible threat actors, likely modes of 
attack, potential targets and their vulnerabilities. This makes it possible to dynamically calculate the impact 
of potential attacks on critical infrastructure and services of strategic interest, supporting greater European 
cyber resilience. 
 

Research by Leonardo analysts has found that the most widespread offensive cyber techniques 
(Ransomware, DDoS, Wipers, Phishing and disinformation campaigns) increased by an average of 180% 
in 2022 compared to 2021, making cyber resilience an ever-pressing requirement. At the same time, a side 
effect of the invasion of Ukraine by Russia has seen Europe become more of a target of hybrid threats, 
which combine multiple techniques and different actors. These can cause serious repercussions, sometimes 
to national security. 
 

The virtual centre is part of the EUR 18 million project entrusted to the industrial consortium of Leonardo 
and Indra by DG Connect (Directorate General for Communication Networks, Content and Technologies). 
The road map for the project includes the establishment of a physical centre in Brussels, that will enable the 
Commission to work directly on the cyber threat. The physical infrastructure will also be supported by 
Leonardo's Regional Centre in Brussels, part of the company's Global Security Operation Centre. With a 
distributed architecture based at a head office in Chieti, Italy, and incorporating other operational centres in 
Italy, the UK, Europe and the Middle East, Leonardo’s Global Security Operations Centre manages over 
137,000 cybersecurity events per second. To ensure full risk awareness and improve Europe's response to 
cyber crises, the centre will be interoperable with all entities at a European level that are responsible for 
cyber threat analysis. 

 
Leonardo is a leading global Aerospace, Defence and Security (AD&S) company. With 51,000 employees worldwide, it operates in the fields of Helicopters, 
Electronics, Aircraft, Cyber & Security and Space, and is a key partner in major international programmes including Eurofighter, NH-90, FREMM, GCAP and 
Eurodrone. Leonardo has significant industrial capabilities in Italy, the UK, Poland, the US and Israel and also operates through subsidiaries, joint ventures and 
stakes, including Leonardo DRS (80.9%), MBDA (25%), ATR (50%), Hensoldt (25.1%), Telespazio (67%), Thales Alenia Space (33%) and Avio (29.6%). Listed 
on the Milan Stock Exchange (LDO), Leonardo reported new orders of €17.3 billion in 2022, with an order backlog of €37.5 bill ion and consolidated revenues of 
€14.7 billion. The company is included in the MIB ESG index and has been part of the Dow Jones Sustainability Indices (DJSI) since 2010.
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